Y4 5adST L adl o1 aalf Lal8¥g duleut) AuS Ao

" IASIYN Q)Y Aat pad At gl AglaN gt |
@V 015 el e dlar s 13 Sl

:padldll

asal allall aalgs ) gl aa¥) Slalaad) ST e (g 5SY) GlasY) e
b e lba¥) oA Cojmy Lo ad0d Cpayaall (e o A eeda b
da e Joall 508 J5 ) eagee laall aladiu) LAy S Aalul) Guaas
Llay) Glleal 3 elilhaV) oS Aadinls Allall 3 45 SN cilangl
LA alY (ol (G5l (yslaill 35 pia oo Yivy Laa Aie¥) phlaall (he 3y
b cpanall o Cligially ulsdll mpdy g SSY) QLY ailad) aplail
Caild pmd A Syl sl el e Jes baad g fSN) Galayy)
sl bl el aaats Al kel ALl Aladin) Al Agde Angl acldy
LaslsSill 35 SN asngll (8 Asaally dSaal) Calaal¥) Gn Suall o)
G Y el phaal e aas Gl sy clilally eliall 21SAl dgall
sl 8 seadl) dagm Apallly Aediall Jpall o A8l ye caguall Jh
psaglly Clsig)ll o dahidl Gigall seh db G 3aaadl dalesil)
& Olsaadls cpall mlhaiadd Ciypiy puad sale) ooty lae dgsad) LaglpSilly
Baaiall aeY) daliie
bl slSH) _ L ol gl g Alua BN - S S Gl Y sdaaliba cilals

Ban Aaaly — AiLladl) cilufally ¢ gilal) A0S alal) Agall ¢ g8l o losa Jiaf (o)

1)




Y4 5adST L adl o1 aalf Lal8¥g duleut) AuS Ao

Abstract:

Cyber-terrorism is one of the most strategic threats facing the world today with
the emergence of a new class of criminals using what is known as artificial
intelligence to modernize cyber weapons. Harmful use will paralyze countries'
ability to repel cyberattacks in the world. The use of artificial intelligence in terrorist
operations increases security risks, necessitating international legal cooperation to
conclude conventions to regulate cybercrime and impose laws and penalties on
criminals. Humanitarian law in imposing international legal laws and rules
governing the use of indiscriminate weapons and defining the foundations of
international legal organization to distinguish between military and civilian targets
in cyber attack with biotechnology and intelligence. It is one of the most dangerous
types of terrorism under unequal wars between developed and developing countries
as a result of the gap in the new technological revolution in light of the emergence of
organized armies of robots and the attack of biotechnology, necessitating a

redefinition of the term war and aggression in the United Nations.

Keywords: Cyber Terrorism - Piracy and Technology -
Artificial Intelligence.
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(i) - See, for example, the 2015 Report to the UN Secretary-
General of the Group of Governmental Experts on Developments
in the Field of Information and Telecommunications in the
Context  of International Security, at  para. 6
(<http://www.un.org/ga/search/view_doc.asp?symbol=A/70/174>)
; the section entitled “Countering radicalization conducive to
terrorism and the use of internet for terrorist purposes” of the G20
Leaders’ Statement on Countering Terrorism, July 2017; and the
G7 Declaration on Responsible States Behavior in Cyberspace,
April 2017. The United Nations Security Council has also passed
several Chapter VII resolutions compelling states to implement
counter-terrorist efforts. For a comprehensive listing, see the
website of the Security Council Counter-Terrorism Committee (<
https://www.un.org/sc/ctc/resources/security-
council/resolutions/>).

(i) - For instance, the use of cyber capabilities for
communication with terrorist operatives is detailed in Rukmini
Callimachi, “Not Lone Wolves After All: How ISIS Guides
Worlds’ Terror Plots from Afar” ”, New York Times, February
24, 2017, https://www.nytimes.com/2017/02/04/world/asia/isis-
messaging-app-terror-plot.html?mcubz=0& r=0>.

(ii) - World Economic Forum, Understanding Systemic Cyber
Risk, White Paper, October 2016, at p. 13.
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(iv) - Should terrorists “...acquire attack tools, they could carry
out disruptive ICT activities” (Report of the Group of
Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of
International Security, UN Doc. A/68/98, June 24, 2013) and
““It]he use of ICTs for . . . terrorist attacks against ICTs or ICT-
dependent infrastructure, is an increasing possibility” (Report of
the Group of Governmental Experts on Developments in the Field
of Information and Telecommunications in the Context of
International Security, UN Doc. A/70/174, July 22, 2015).

(v) - This international legal analysis of terrorism in cyberspace
reveals a conundrum. Plausible options for international legal
action concerning terrorist cyberattacks exist, but, because such
attacks have not occurred, states lack incentives to strengthen
proactively the contribution international law can make.” (David
Fidler, “Cyberspace, Terrorism and International Law”, Journal of
Conflict and Security Law, Vol. 21 (3), 2016, Pages 475-493).

(vi) - RELATED: Lockheed Martin The US Air Force has
installed an F-22-F-35 fighter jet dedicated to Japan

(vii) - Dan Goodin, piracy commercial aircraft with Android
application (some conditionsApplication), A Restishnika (April
11, 2103), http://arststechnica.com/security/2013/04/hacking-
commercial-Aircraft-with-robot-application-some conditions-
apply / (discuss the weaknesses of the protocol used toAnd send
data to commercial aircraft.

(viii) - Related: Air Force Chief Scientists: F-35, F-22 For
artificial intelligence and UAV control Related: confirms the
Chief of Air Force scientists F-35 will include artificial
intelligence.

(ix) - David E. Sanger et al., The Chinese Army Unit Seen as
Linked to Piracy Against the United States, New YorkT Ems (18
February 2013),
http://www.nytimes.com/2013/02/19/technology/chinas-army-is-
seen-as-tied-to-
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(x) - the Criminal Complaint for Case #1:15 -MJ-515, United
States District Court for the Eastern District of Virginia, United
States of America V. ArditFerizi, <
https://www.justice.gov/opa/file/784501/download>. The three
crimes with which Ferizi was charged were unauthorized access to
a computer, aggravated identity theft, and providing material
support to a designated foreign terrorist group.

(xi) - Nancy K. Hayden, “Innovation and Learning in Terrorist
Organizations: Towards Adaptive Capacity and Resiliency”,
August 16, 2013, Conference Proceedings of the 31st International
Conference of the System Dynamics
Society, http://www.systemdynamics.org/conferences/2013/procee
d/papers/P1407.pdf.
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(xiii) - Bruce Schneier, Understanding Threats in Cyberspace, S
CHNEIER. COM (October«2013)
https://www.schneier.com/blog/archives/2013/10/understanding_t
2.html

(xiv) - Jackson NyamoyaMogoto& Stephen Freeland, Space &
Intelligence and The UniteCharter of the United Nations System
of force: thick legal fog or fading haze, 41 International
|aW.\ AERA (Y . ~V)_
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(xvi) - A brief review of the 13 December issue of the Defense
Dossier, published by the American Foreign Policy Council
(AFPC), which includes the following articles:

-Kelley Sayler, Nanotechnology and US. Military power
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